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Abstract: Supply chains have become the most vulnerable during the COVID-19 pandemic, as evidenced by problems in 
the supply of semiconductors, food, and other products, which raises the problem of supply chain manageability. There 
has been a so-called ‘shortening’ of the supply chain. The paper addressed the problem of using digital tools in small and 
medium-sized enterprises (SMEs). The study aims to examine the main digital tools used by local businesses and evaluate 
the prospects for logistics management using new technology. The hypothesis is that SMEs that do not use digital tools 
in supply chain management are also characterized by the poor quality of management. A survey was conducted to 
identify the actual supply chain management practices during the COVID-19-induced crisis in the Russian Federation, 
the Republic of Azerbaijan, and the Republic of Kazakhstan and discover common trends and differences in these 
countries. A set of recommendations for implementing best global practices in these countries was suggested. The study 
found that poor supply chain management correlates with a lack of digital tools application. The studied enterprises were 
divided into five groups based on the digital tools level and provided tailored recommendations to improve the integration 
of such tools. 
 
1 Introduction 

The globalization trend of the world economy 
contributed to the formation and development of global 
supply chains. However, the COVID-19 pandemic has led 
to an unprecedented halt or slowdown in production in 
virtually all industries worldwide, threatening the 
functioning of global supply chains. International supply 
chains are in crisis, despite all the efforts of businesses and 
nations to overcome the effects of COVID-19. Structural 
distortions and imbalances are present in the container 
market, maritime logistics, port operations, air freight, road 
and rail freight, and even warehouse logistics. These 
imbalances have resulted in shortages of crucial 
manufacturing components, backlogs in pre-orders, 
delayed deliveries, rising transportation costs and 
consumer prices. 

The real problems in supply chain operations began at 
the end of 2020 [1,2]. Restarting production after the 
lockdown proved to be a non-trivial logistical challenge. A 
complex logistics system moving raw materials, 

components, and finished goods worldwide required 
predictability and precision. There was a shortage of 
transport containers, tariffs rose rapidly on some routes 
(especially from China, Indonesia, and South Korea), and 
traffic jams formed at international ports, spreading to 
railroads and domestic terminals. Importers faced delays in 
obtaining key production components, and exporters faced 
problems accessing containers and booking space on 
seagoing vessels [3]. 

The COVID-19 pandemic is no ordinary short-term 
crisis. It has long-term implications for both people and 
supply chain operations. It requires a holistic approach to 
supply chain management. Companies must be flexible 
enough to make management decisions. This approach 
must be based on the latest technologies and platforms that 
support applied analytics, artificial intelligence, and 
machine learning. It should also provide end-to-end 
transparency across the entire supply chain. Risk response 
should become an integral part of standard protocols in the 
long run. Thus, research toward digitalization and 
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transformation of global supply chains remains relevant, 
considering new challenges and threats (e.g., COVID-19). 

 
1.1 Literature review 

It is necessary to separate the criteria of supply chain 
reliability (ability to continue working through crisis) from 
the criteria of sustainability (ability to recover from the 
crisis) [2,4]. The consequences of the COVID-19 
pandemic on the development of global supply chains can 
be considered through the prism of new world economy 
trends – the regionalization of production and market 
diversification, which lead to localization and reduction of 
supply chains. One of the consequences of the COVID-19 
pandemic may be the exit of weak players from the 
logistics market, which, in turn, can cause bankruptcies, 
acquisitions, and mergers [5]. At the same time, there is 
likely to be a consolidation of the sustainable companies’ 
market share. The main problems in the global economy 
after the pandemic are [6]: 

1) sharp spikes in demand in specific segments (fall and 
growth); 

2) supply shortages; 
3) inventory allocation problems; 
4) productivity declines. 
The transformation of the traditional linear supply 

chain logistics model into digital networks that provide 
end-to-end visibility, responsiveness, and the ability to 
optimize current processes is expected to accelerate. 
Therefore, new global supply chain development 
technologies are now emerging that significantly improve 
the visibility of the entire chain and support the ability of 
companies to withstand such shocks. Today's environment 
requires a fundamentally new supply chain model. Years 
of emphasis on supply chain optimization to minimize 
costs, reduce inventory, and increase asset utilization show 
that many companies have not prepared for such shocks 
and supply chains [6]. Crisis management involves urgent 
priority decisions once a problem has been identified. 
These priorities are [7,8]:  

a) improving staff productivity; 
b) using data to ensure transparency of demand, 

inventory, production capacity, supply, and finance;  
c) market segmentation to prioritize demand;  
d) creation of crisis sales and operations teams that can 

effectively respond to the challenges at hand;  
e) modelling and evaluating different supply chain 

scenarios. Modelling is essential for anticipating when and 
where surpluses and shortages may occur and obtaining 
initial information that optimizes operational performance. 

The World Bank identifies the following key barriers 
hindering supply chain development in the COVID-19 
pandemic [1]: 

− non-diversification of supply chains, 
which in turn leads to instability in the 
organization of logistics activities; 

− the geographic spread of supply chains, 
their rigidity, and lack of coordination; 

− China’s role as the ‘world's factory’ 
means that a significant disruption in the 
Chinese market threatens global supply 
chains. 

WTO considered the pandemic’s impact on general 
processes in the world economy (particularly on logistics), 
analyzed trends in global trade volumes, and presented two 
plausible scenarios of development [9]. The first scenario 
is a repeat of the COVID-19 outbreak. This development 
would require a series of further blockages, affecting fiscal 
policy and exacerbating labour market problems. The 
second scenario involves the absence of outbreaks. It 
would facilitate rapid and robust growth in production and 
trade. Other positive factors include the emergence of new 
technology sectors, such as artificial intelligence and e-
commerce, the increased use of innovation in traditional 
industries, which would be forced to make greater use of 
information technology to deliver goods and services to 
customers during the pandemic.  

During recovery from the coronavirus crisis, the main 
driver of supply chain management is digital technology 
[5,10]. Supply chains can be strengthened through the 
following tools: 

1) E-commerce. Against a backdrop of waning 
economic activity, the pandemic led to a surge in e-
commerce and an acceleration of digital transformation. 
After quarantine measures became the ‘new norm’, 
businesses and consumers became much more active in 
digitalization. Today, major consumer purchases are made 
online [5];  

2) Real-time tracking. Cargo tracking, automated 
warehouses, GPS, and RFID (radio frequency 
identification) are technologies that track the movement of 
personnel, equipment and inventory, collect data and 
improve visibility [11];  

3) Interference levelling using artificial intelligence 
(AI) technologies. Artificial intelligence is used in logistics 
to analyze and select the fastest and cheapest delivery 
routes. In addition, there are technologies such as an 
automated pallet management system designed to reduce 
shipment processing time. Such a system allows for 
complete automating of pallet storage processes, 
transporting loaded pallets, and integrating warehouse and 
production processes. The automated pallet management 
system can be used in transportation hubs, factories, 
warehouses, and distribution centers [12];  

4) Digital supply network. The traditional supply 
network can be a more open and accessible digital supply 
network (DSN) powered by AI, analytics, robotics, 
sensors, and algorithms. DSN collects physical reality data, 
creates a digital record of it, and allows information to be 
shared, analyzed and turned into action that can be carried 
out in the real world. Such technology improves 
communication between stakeholders, enables rapid 
response, promotes asset efficiency, reduces costs, and 
increases company revenues [13]. 
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The linear supply chain is transformed into digital 
supply networks (DSNs). The use of digital technologies 
such as Industry 4.0, Internet of Things, artificial 
intelligence, blockchain, logistics 4.0, robotics [11], and 
5G allows for more responsive solutions to current 
problems and future predictions. Based on an analysis of 
best practices in global supply chain management, the 
following significant trends during the pandemic are 
identified:  

1) anticipation of an economic downturn, which is 
manifested in need to find alternative sources of raw 
material supply, as well as doubts about whether the supply 
chain is too lean or whether it is worth continuing to use 
lean management in operations in such unstable conditions 
[14]; 

2) ‘simple’ steps to improve the efficiency of supply 
chains in many cases have already been exhausted. Further 
improvement may involve complete reconstruction of a 
network, radical simplification and elimination of links of 
a chain of deliveries that do not contribute in full to the 
creation of value [15]; 

3) The importance of digital tools for supply chain 
coherence is increasing. 

 
1.2 Problem statement 

Studies of supply chain management trends in the 
COVID-induced crisis have been conducted mainly in 
developed countries. Thus, the question remains whether 
these practices and trends are different in developing 
countries. The Russian Federation, the Republic of 
Azerbaijan, and the Republic of Kazakhstan, which are 
very different in terms of religion, geographic location, and 
size, are chosen for the study. This choice makes it possible 
to summarize general trends and develop 
recommendations for implementing the world's best 
practices in this group of countries. 

The introduction of digital technology affects the 
enterprise's overall performance and transforms individual 
business models. Digital transformation can be a strategic 
initiative with a clear vision and new business 
opportunities. The study aims to examine the main digital 
tools used by small and medium local enterprises (SMEs) 

and assess the prospects for logistics management 
development with the help of the latest technologies. 

The research hypothesis is that SMEs that do not use 
digital tools are characterized by a low level of supply 
chain management. The criterion of processes 
standardization was chosen as a criterion of supply chain 
management quality as it corresponds to the best global 
practices. 

Research objectives: 
- interview residents of the selected countries and 

identify actual supply chain management practices during 
the COVID-19 crisis; 

- identify common trends and differences in these 
countries; 

- develop recommendations for implementing global 
best practices in this group of countries. 

Respondents were selected from three countries – the 
Russian Federation, the Republic of Azerbaijan, and the 
Republic of Kazakhstan. This choice is explained by the 
fact that the countries have common features as post-
socialist developing countries, making it possible to assess 
their differences (prevailing religion, geographical 
location, size) and develop recommendations for 
implementing best global practices. 

 
2 Methodology 

The study was conducted in several stages. The first 
phase of the study involved an online survey of managers 
at various levels of supply chain management in 
manufacturing companies and logistics operators. The 
purpose of the survey was to obtain empirical data on what 
digital technologies were used in supply chain 
management using Google forms. 

Respondents were selected randomly. An invitation to 
take the survey was sent to those managers who stated 
Russia, Azerbaijan, or Kazakhstan as their place of 
residence in their Facebook profile. The survey was 
conducted between June and August 2021. From each 
country, 300 people from different industries participated 
in the study. The general characteristics of respondents are 
presented in Table 1.

 
Table 1 The number of SMEs involved in the study from each country 

Sphere of activity Russian 
Federation 

Republic of 
Azerbaijan 

Republic of 
Kazakhstan 

Agriculture 18 12 19 
Industry 21 25 24 
Trade 58 73 81 
Transport 41 17 25 
Food industry 42 44 35 
Information and telecommunications 24 28 29 
Finance and insurance 33 28 33 
Education and services 38 48 35 
Medicine 25 25 19 
Total  300 300 300 
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The study’s limitation is the possible inconsistency of 
actual and official data. The questionnaire asked the 
following several questions (a maximum number of points 
received equalled 20): 
1. Does the organization have a website? Does it work 

effectively? Yes, it works effectively (the chain 'view-
select-box-payment' works) – 1; Yes, it works 
ineffectively – 0.5; No – 0. 

2. Does search SEO-optimization of the firm’s website 
exist? Yes – 1; Partly (with the help of professionals) – 
0.67; Yes, independently – 0.33; No – 0. 

3. Evaluate the effectiveness of information campaigns in 
social networks (not including advertising)? – Yes, we 
have a business page on Facebook and Instagram; a 
marketing person works effectively – 1; Yes, we run a 
business page; we work independently and successfully 
– 0.8; The pages are operating without a plan – 0.6; The 
webpages are very rarely updated – 0.4; There is a page, 
but it is not managed – 0.2; No page – 0. 

4. Do you do informative business-related activities on 
other social networks (Telegram, YouTube, LinkedIn, 
Twitter, etc.)? Yes – 1; No – 0. 

5. Do you use Facebook or Instagram ads, and are you 
satisfied with the results? Yes, we are satisfied with the 
results – 1; Yes, but we are not satisfied with the results 
– 0.67; Yes, we use ads very rarely, and we are not 
satisfied with the results – 0.33; No, we do not use 
Facebook/Instagram ads – 0. 

6. Do you use advertising in Google Ads (Google 
AdWords)? Are you satisfied with the results? Yes, we 
use Google manager and are satisfied with the results – 
1; Yes, we do it independently and are satisfied with the 
results – 0.67; Yes, we do it independently, but we are 
not satisfied with the results – 0.33; No – 0. 

7. Do you use analytical tools (e.g. Google Analytics or 
another program)? Yes, we use Google Analytics, and 
we use this information – 1; Yes, but we do not use the 
results – 0.5; No, we do not use Google Analytics (we 
use another analytics tool – 0. 

8. Do you use a program for resource planning? Yes, we 
use our ERP system – 1; No, we do not use such 
programs. We save information in Excel or another 
program – 0.5; No, we do not use any resource planning 
system – 0. 

9. Do you use specialized financial and strategic 
management systems (budgeting, planning, 
consolidation, profitability)? Yes, we use 1C or another 
system – 1; No, we use only Excel spreadsheets - 0.5; 
No, we manage everything manually - 0. 

10. Do you use a CRM system? Yes – 1; No, we use Excel 
spreadsheets or another system – 0. 

11. What digital tools do you use to communicate with your 
staff (for surveys and information sharing)? 
Email/CRM/internal chat – 1; Viber/Skype/Telegram - 
0.5; We communicate orally in person in the office or 
by phone – 0. 

12. Do you use digital systems (online programs, 
manipulators, stimulators) for staff training? Yes, we 
use an electronic platform for training – 1; No, we teach 
without digital tools – 0.5; No, we do not do training at 
all – 0. 

13. How do you communicate (get feedback, retain, 
stimulate a new purchase) with the customer? 
QR/social media/chat-bot – 1; Feedback on the 
website/email – 0.5; Personally/phone/in the office – 0. 

14. Do you use specialized analytical applications for 
supply chain management (SCM systems and PDM 
(Product Data Management)? Yes – 1; No – 0. 

15. Do you use a specialized BPM system? Yes, we use a 
BPM system – 1; No, we do not use a BPM system – 0. 

16. Do you use advanced specialized tools for intelligent 
business analytics – Data Mining, Big Data, Business 
Intelligence, integration, consolidation, etc.? Yes, we 
use Data Mining technologies (our developments) – 1; 
Yes, we use various services (queries, reports, 
analytical tools: OLAP, Dashboards, production 
reporting, etc.) – 0.5; No, we do not use any analytical 
tools – 0. 

17. Specify the ways of storing and maintaining your data. 
If you use several approaches, indicate them in the 
‘Other’ option. Cloud technology and backups – 1; 
Excel spreadsheets (Google docs on Google drive) – 
0.5; Ordinary files on computers – 0. 

18. Is it possible to purchase (order) your service or its 
component (consultation, reservation, etc.) via the 
Internet, and what percentage of sales are covered by 
Internet sales? Yes, more than 90% of sales are 
performed online – 1; Yes, more than 50% of sales are 
done online – 0.8; Yes, 10% to 50% of sales are 
performed online – 0.6; Up to 10% of sales are 
performed online – 0.4; Less than 1% of sales are 
performed online – 0.2; No services/products are sold 
online – 0. 

19. Do you use highly-specialized geographic information 
systems, area modelling, 3D printing, product location 
tracking, etc.? Yes, we use several highly specialized 
technologies – 1; Yes, we partially use such 
technologies – 0.5; No, we do not use any such 
technologies – 0. 
 
Companies were divided into five groups based on the 

number of received points: 0-4 points (group 1), 4-11 
points (group 2), 11-14 points (group 3), 14-18 points 
(group 4), 18-20 points (group 5). The decision to have five 
groups made it possible to identify all the necessary 
categories of digital maturity of business structures: 

- companies with no experience in using digital tools; 
- companies that only use social networks; 
- companies partially using SMM, SEO and analytics; 
- companies using professional services; 
- leading companies that actively use analytics and 

specialized applications. 
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In the study's second phase, these same respondents 
were asked about their supply chain management practices. 
In the third phase of the study, recommendations were 
developed for each group on how to implement digital 
tools in supply chain management. 
 

3 Results and discussion 
The results of the study's first stage in the Russian 

Federation, the Republic of Azerbaijan, and the Republic 
of Kazakhstan are presented in Table 2.

Table 2 The percentage of respondents in each group of enterprises 
Group / Percentage of 
enterprises 

Russian Federation Republic of Azerbaijan Republic of Kazakhstan 

1 10% 7% 11% 
2 27% 49% 38% 
3 43% 35% 37% 
4 14% 7% 11% 
5 6% 2% 3% 

 

 
Figure 1 Percentage of enterprises in each group by country 

 
There are similar trends in the distribution of the 

number of respondents in each group for all three countries. 
The maximum number of respondents is in groups 2 and 3 
(Figure 1). Group 2 is characterized by the absence of 
purchase chain functioning on the website, complex digital 
and supply chain management tools. Social media is the 
only available tool. Group 3 is characterized by effective 
functioning of the website and the buying chain, active use 
of most digital tools (including advertising), absence of 
supply chain management tools, and the presence of a 
marketer who promotes a brand or product. 

Respondents in groups 4 and 5 are the least numerous. 
Group 4 is characterized by a company’s presence on the 
Internet, the use of simple tools partially or independently 
(SEO, social networks, advertising). Enterprises in group 5 
use almost all advanced digital technologies, including the 
Data Science method. 

In the study's second phase, the same respondents were 
surveyed about their supply chain management practices. 
A high proportion of respondents (55%, 60%, 55% in 
Russia, Azerbaijan, and Kazakhstan, respectively) working 
in markets in other countries confirm the increased 
awareness in this area and understanding of the importance 
of standardizing supply chain processes. Those entering or 
planning to enter international markets (50%, 35%, 33% in 
Russia, Azerbaijan, and Kazakhstan, respectively) are 
motivated to adopt European standards in their operations 
and be part of a responsible supply chain. Table 3 shows 
the survey results showing the extent to which supply chain 
processes are standardized. Respondents could choose 
several answers. Figure 2 shows the distribution of 
enterprises by the level of standardization of the supply 
management process in their activities.
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Table 3 The level of standardization of the supply management process in enterprises’ activities 
Indicator Russia Azerbaijan Kazakhstan 
The process of selecting suppliers by criteria of interest to the 
manufacturer 

27% 30% 32% 

The supply planning process for materials and components 30% 27% 32% 
Formation of inventories for individual product groups 28% 29% 27% 
Supply consolidation process 24% 25% 24% 
Supply Integrity Analysis 14% 13% 15% 

 

 
Figure 2 The level of standardization of the supply management process in enterprises’ activities 

 
The survey results were summarized into five groups 

according to the number of processes used (one process - 
one score). The results are presented in Table 4. 

 
Table 4 Percentage of matching respondents in the groups 

based on the first and second phases of the study 
Groups Russia Azerbaijan Kazakhstan 
Group 1 80% 77% 72% 
Group 2 67% 65% 63% 
Group 3 55% 50% 50% 
Group 4 45% 45% 40% 
Group 5 50% 50% 55% 

 
A direct correlation confirms the research hypothesis 

that poor supply chain management is typical for small and 
medium-sized businesses that do not use digital tools. The 
results show the degree of standardization of supply chain 
processes. The highest number of applied standards is 
observed for the following processes: planning of material 
and component supplies; formation of inventories for 
certain product assortment groups; selecting suppliers by 
criteria of interest to the manufacturer. 

The survey allowed the authors to identify the 
processes that need to be standardized first:  

 -implementation of the code of conduct for suppliers; 
 -selection of suppliers according to the criteria of 

interest to the manufacturer; 
- consolidation of supplies.  

Only one-third of respondents are motivated to 
implement the principles of standardization. These 
respondents belong to enterprises operating mainly in 
foreign markets. 

Standardization of supplier selection can be represented 
through the following components: 

- market analysis and selection of vendors' offers based 
on price and environmental ‘friendliness’ of the product 
(service); 

- analysis of potential applicants according to other 
parameters of cost-effectiveness; 

- ranking suppliers by a composite index, defined as a 
weighted average assessment of the supplier by selected 
criteria. 

Table 5 presents the summary of processes, which 
should be standardized according to the respondents. 

In the third phase of the study, recommendations were 
developed for each group on how to implement digital 
tools in supply chain management (Figure 3). 

Group 1 should implement the following measures: 
- basic digital skills for all employees; 
- development of professional skills of employees who 

work directly with digital technologies; 
- use of essential digital tools, such as social networks, 

messengers, online documents, design platforms; 
- providing employees with the required amount of 

digital technology. 
Recommendations for group 2 include: 
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- basic digital skills of all employees in the enterprise 
and developing the professional skills of employees who 
work directly with digital technologies; 

- create the position of SMM manager/internet 
marketer/specialist in digital technology after increasing 
the presence on social networks and other platforms; 

- transition to more sophisticated use of social 
networks, regular content creation, automation of 
communication with clients through chatbots, QR-codes, 
etc.; 

- having the necessary amount of technology and 
keeping it up to date. 
 

Table 5 Processes to be standardized in supply management 
Indicator Russia Azerbaijan Kazakhstan 
The process of selecting suppliers by criteria of interest to the 
manufacturer 

33% 35% 34% 

Grid model development of supply processes 28% 27% 28% 
Material supply planning 12% 14% 13% 
Consolidation of supplies 29% 32% 30% 
Introduction of a code of conduct for suppliers 10% 11% 5% 
Selection of inventory method for product assortment groups 21% 22% 25% 

 

 
Figure 3 Percentage of matched respondents in groups based on the first and second stage 

The enterprises in group 3 should take the following 
measures: 

- conduct an external audit of the quality digital tools 
used by the enterprise and consult with professionals in the 
field, if necessary; 

- follow trends in the industry, attend conferences, and 
adopt the experience of competitors and trendsetters; 

- create a strategy for positioning the company in the 
online space, 

- use data analytics for decision making and specialized 
systems for complete automation of business processes;  

- use statistical analytics and forecasting technologies, 
industrial robots, sensors, etc., if necessary; 

- keep technology and software up-to-date. 
Businesses in group 4 should take the following 

measures: 
- create a position of SMM-manager/internet-marketer, 

etc. 

- analyze trends in the industry, adopt the experience of 
competitors or brands from related businesses, consult with 
professionals on the problems and opportunities for the use 
of a particular digital tool; 

- position the company on social networks, create 
regular content, and publish it according to the content 
plan, use advertising campaigns on social networks; 

- introduce automatic communication with clients using 
chatbots, QR codes, etc., carry out SEO optimization of the 
website; 

- use CRM systems, financial management systems, 
connect analytical tools to data collection; 

- keeping technology and software up to date. 
The enterprises of group 5 should continue the 

professional development of company specialists and 
attend highly specialized conferences, events, courses, and 
webinars. 
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Analysis of the list of specific recommendations 
developed to increase ownership of digital tools in supply 
chain management for different groups of SMEs showed 
that most proposals aim to improve the digital literacy of 
company employees and increase the share of digital tools 
used. Practice shows that digital tools are rarely used in 
supply chain management, and companies do not have 
specialized software.  

On the other hand, the problem is complex since the 
standardization system provides digital tools for supply 
chain management [16]. Thus, the digitalization of SMEs 
in the studied countries is quite difficult. It should be noted 
that the low level of digital technologies application leads 
to poor business processes [17]. One of the critical 
implications for enterprise management is focusing on 
interactions with all counterparties, not just internal 
processes. 

With the easing of quarantine restrictions, most 
companies wholly or partially returned or will return to the 
usual mode of work in the office. Researchers notice that 
many managers have changed their position regarding 
remote work. They prefer a remote form of work due to the 
growth of efficiency indicators [12]. New technological 
solutions, the development of new products and services, 
finding new suppliers or selling through new sales channels 
will be a nice bonus and income for organizations after the 
pandemic. Thus, business models will be divided into the 
ones operating before and after the pandemic. The main 
supply chain management strategies in this area will be 
focused on resilience [18,19]. Other strategies will be 
aimed at reducing supply chain losses [20]. However, in 
general, all researchers agree that companies will face total 
digitalization [21,22]. 

Digitalization of business is not only an anti-crisis tool 
but also a common way to increase company revenues. 
Those who make maximum efforts during the crisis to win 
their audience with quality services and reasonable prices 
win [23]. The global business trend shows that the annual 
growth of online retailing was about 20% over the past five 
years, while offline growth was only 3.5% [24]. In a few 
decades, online commerce will be the main channel for the 
sale of goods, and offline will be relegated to the 
background. In this new environment, companies must not 
only learn how to digitize their business but also be able to 
manage their activities with the help of various modern, 
practical anti-crisis tools. 

Before the pandemic, globalization was the prevailing 
trend. Digitalization will increase the globalization of all 
markets, which will affect the organizational culture of 
companies. New requirements for digital culture and tools 
will include [25]: 

- the ability to produce and use digital technology; 
- increased requirements for hard-skilled personnel; 
- access to hardware and software products; 
- the importance of systems integration of software 

products; 
- the ability to act out of the box and generate ideas. 

The actions of those enterprises that demonstrate the 
understanding of digital transformation importance can be 
divided into four steps: 

1. Investments in the latest digital tools are often 
chaotic and unsystematic due to the lack of a systematic 
policy in this area; 

2. Investment in the Internet of things; 
3. Digital tools training for staff, development of 

monitoring systems and logistics; 
4. Develop an effective digitalization strategy and 

implement its main provisions in practice. 
 

4 Conclusions 
The article discusses the practice of using digital tools 

by small and medium-sized enterprises (SMEs). A survey 
of companies’ employees in the Russian Federation, the 
Republic of Kazakhstan, and the Republic of Azerbaijan 
was conducted to confirm that SMEs that do not use digital 
tools in supply chain management are also characterized by 
poor supply chain management. The selected criterion of 
processes standardization was quality supply chain 
management, which corresponds to the best international 
practices. 

The study found that the level of digital tools and 
specialized software used in supply chain management in 
Russia, Azerbaijan, and Kazakhstan is low. Most of the 
supply management processes are chaotic and non-
standardized. The following processes are the most 
standardized: planning the materials and components 
supply; forming inventories for individual product 
assortment groups; selecting suppliers according to the 
criteria of interest to the manufacturer. The survey found 
that the respondents understand the importance of the 
processes and plan to use digital tools in the future. Most 
motivated to introduce the best practices of supply 
management are employees of companies operating in 
foreign markets. Further research is going to be focused on 
the implementation of digital tools. 
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