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Abstract: Cooperation of suppliers of raw materials, semisfied products, finished products, wholesaletajlegs in
the form of the supply chain, as well as outsogdhspecialized logistics service require ensuadgquate support of
information. It concerns the use of appropriate poter tools. The security of information in suchnhdibions of
collaboration becomes the important problem fotiparf contract. The objective of the paper ishiaracterize main
issues relating to security of information in ld@is cooperation.

1. Introduction has significantly increased. This approach to cratjpen

Rapid changes in the business environment, inagudislecisions about design and development of indiVidua
the changing expectations of customers caused tf@mpanies should take into account the relationsliip
increasing importance of logistics activities tchiawe —Other units on the market. Although the regulatiohigw
competitive advantage. The ability of quick supply impose on each company to draw up a proper
goods to clients became the important factor ofess on documentation of its effects of performance, howgeve
markets. Such circumstances resulted with both, tfi@ese results are usually dependent on both, théss
integration of logistics activities between compmani Within the enterprise, as well as the achievemehtsher
producing and supplying goods to clients, as welttee Ccooperating parties.
growth of interest in logistics outsourcing. At teame In the supply chain cooperation, concerning
time, toegether with objective to increase the rate Production and delivery of products to clients, the
delivery of goods to customers, the supply chaincept reIatlon_shlp between. achlevements of _|nd|V|duaI
is treated as a way to reduce the cost of storage senterprises play a special role. This approacklated to
movement of goods. the necessity to adapt methods of delivery, as agll

Organizing cooperation both between suppliers wf raSubsequent after-sales_ service to the individuablgeaf _
materials, semi-finished products, finished prosuctéach buyer. The fulfiliment of these expectatioss i
wholesalers, retailers in the form of the supplginhas difficult, because suppliers want to provide fastentory
well as outsourcing of specialized logistics sesvicis turnover and at the same time to ensure low opeyati
important to ensure adequate support of informatlbn COStS.
requires to use appropriate computer tools. Tharigc Considering the requirements of information systems
of information in such conditions of collaborationsupporting the supply chain it should be notedt the
becomes the important problem for parties of camtra  achievement of sufficient flexibility to changindients

The objective of the paper is to characterize mai@xpectations depends mostly on close cooperation of
issues relating to security of information in ldigis suppllers and flow of relgvant information betweh_ase _
cooperation. Presentation of nature of such cotipera Units. Fast and undistorted customer service, in
importance of information security, as well as @liftes, accordance to the_lr expec_tatlons is also.dlfflmathout
how to ensure information security in logisticsthe exchange of information between final buyers an
collaboration are included in the paper. Mentione#listributors, which allows on one hand quick ondgyi

guidelines are based on well known ISO 27001 standa affecting the production and supply planning, a#i ae
information on changes of preferences, and on thero

2. Characteristics of logistics cooperation hand informing notifying clients on the status beir

The supply chain concept was created as an aIlmnatord.ers'. It should be emphasized, thfat S“pp"efk tee
to the traditional perception of the relationshigtvieen maintain more compl_ete.control of their own busmémf[
suppliers and clients, which was characacterised ! nning and coordinating .th.e flow of raw materials
antagonisms, using their own bargaining power, a mi-finished p_roducts, f|n|s_hed products, _waste,
consequent transfer of obligation to incurr theréased recyclable materials, relfevant mformanon and r."“"a'
costs to a partner [6]. The development of suppigirc resources should be carried out in the whole chain.

can be also treated as a consequence of the need f(ﬁTheéoge of mformatl_orll N a;Ct'V't'eIS o:]s_upply Ghas
cooperation in pursuing partners’ objectives in afc ccted between principles of supply chain manzge,

environment, where the frequency and scale of aman{frmulated by APICS (American Production and

~0~

Copyright © Acta Logistica, www.actalogistica.eu



Acta Logistica

- International Scientific Journal about Logistics

Volume: 2 2015 Issue: 1 Pages: 9-14 ISSN 1339-5629

Tomasz Matkus; Stawomir Wawak

INFORMATION SECURITY IN LOGISTICS COOPERATION

Inventory Control Society, now organization named a

The Educational Society for Resource Management).

Such principles are described in detail in the wairkV.
Walker [4]:

- velocity — concerns tasks performed from receipt

of order to the point of obtaining financial resces

for goods supplied to customers, which is assatiate

primarily with the provision of adequate
infrastructure,
- variability — associated with reduction of

variability, which results with reduction of the etk
for network inventory, also logistics and qualitsts,

- vocalize - concerns ensuring the flow of
information between cooperating units, appropriate
the form, place and time — in particular on the dech

for finished products, reported by customers, also
ensuring an adequate level of inventories of raw

materials, semi-finished in each partner’s firmyead
as determination of the required terms of deliverie

and ensuring cash flow needed for inventories of

individual units,

- visualize — associated with the awareness and
understanding of expected results of cooperation —
related mainly to agreement (contract) of partners,
concerning expected results across the chain and th

use of appropriate performance indicators,

- value — emphasizing the need to recognize and

take into account the expectations of all staketrsld
in supply chain operations.

Usually logistics cooperation in the supply chain
semi-finished

includes suppliers of raw materials,
products, finished goods manufacturers, wholesalacs
retailers. There is also important role of seryoaviders,
involved in the loading, movement, unloading aratage

of goods. Cooperation with such companies may be
associated with a focus on reducing the costs of

contracted services. Taking into account the inguart
role of logistics in achieving competitive advardaiipe
cooperation with providers of logistics service edso be
treated as part of the strategy of the clienthim ¢ase of
wide range of outsourced service, core businesthef
client may be significantly influenced by the aittes of
providers.

Basic models of activities of specialized logistiuts,

which were formed on the basis of the different

orientation of the principals, concerning requiradge of
logistics services is presented in one of the studhe
IBM Institute for Business Value [1]:

the manufacturing process, taking into account the
packaging, marking goods, warranty and post-
warranty, performance of these tasks is similamas
previous case under a contract with the client,
specifying mutual expectations, obligations anthtsg

of the parties, the settlement take place on tises lud

a fixed rate for an agreed range and quantity of
services.

- units named as the LLP (Lead Logistics
Provider) — managing logistics activities of sevara
even all partners cooperating in the supply chiaom
suppliers of raw materials, semi-finished products,
producers of final products up to deliveries to dnsy
of finished products, such units operate like the
previous primarily on the basis of contract with
individual principals, settlement takes place oe th
basis of a fixed rate for probably range of sersjdrit
also participate in the sharing of risks associatgd
joint ventures, such individuals often rely on tiedp
of other service providers, providing individuapég
of services, e.g. transport, or shipping,

- units acting as an integrator in the supply chain,
often regulate flows (to eliminate “bottlenecks")
between cooperating companies in manufacturing and
supplying purchasers of products, also referredsto
the LLM (Lead Logistics Manager) — in this case a
partnership between the client and the serviceigeov
is shaped by the terms of the contract betweenepart
but to a greater extent related to the implemesradf
joint projects, in which there is both risk-sharing
between the client and provider, but also the slyari
of benefits after the completion of the projecte th
benefits of this project are considered as thecbasi
form of compensation for the involvement of the
service provider,

- units known as 4PL (fourth party logistics) - a
term coined by Andersen Consulting to determine the
companies referred to previously as 3PL, that
developed offers to a wide range of logistics s@wj
far beyond the transport and storage, such units
generally shall cooperate with others, specialized
service providers, entrusting them to perform déffe
types of tasks within a comprehensive service
harvested principal, 4PL may also have expertise in
the field of supply chain management.

Taking into account presented distinction of typés

logistics service providers it should be notedt #raong
them are both, units implementing simple tasks for

- providers of simple service, such as transport andividual companies in the supply chain, as well a
storage, sometimes taking into account also customsoviders of comprehensive logistics service to all
clearance, settlement between the client and tiparticipants of the chain. Problem of informati@tigrity
service provider shall be implemented on the bafis applies to each of cases considered. The diffesence

transactions,

concern the range of data and information used in

- units referred to as 3PL (third party logistics) -cooperation. From the point of view of compreheasiv
offering logistics services for client in such a&ess service of all supply chain partners units descridg LLP
procurement, distribution and movement of goods iplay most important role. It should be noted thatirt
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activities in the supply chain, as well as coortiora of
subcontractors requires the use of complex infaonat
systems that enable the rapid flow of a wide rasfgtata
and information.

3. Support of information in

cooperation

Logistics cooperation is associated with the use
different computer tools, depending on the scope
information required. The example of description @
software offered by SAP, named mySAP SCM can |
used to present wide range of types of informatieed in
most complex supply chain cooperation. Names ofima

logistics

Df
Of

management and invoicing, wi
a feedback loop
demand and supply to increa|
responsiveness,

collaborative manufacturin
refers to sharing of information
supporting  coordination ¢
production and to increas
visibility and responsivenes
there is a continuous informatia
flow across engineering
planning and execution fg
optimization of  productior

betwed

)

S
of
o

components of the software reflect the range oé daid schedules across all cooperati
information collected, created, used and trangferre parties, _
- Supp|y chain p|anning’ F:Ollaboratlve fUl:fl”ment
- supply chain execution, includes  global available-t
- supply chain collaboration, promise (ATP) feature, thg
- supply chain cooperation. locates  finished  products
components and  machir]
Data and information useful in mentioned areas, capacities (in a matter ¢
grouped in main functions available are presented | seconds), it also manages flg
Table 1. of products through salg
channels, matching supply t
Table 1. Types of information used in supply chain cooperation market demand, it results wit
Types of Description managing with transportatio
actions and warehousing.
Supply chair| - supply chain design functic Supply chair inventory colaboration hub use
planning enables centralized overview of | collaboration Internet to gain visibility to
the entire supply chain, contains suppliers and manage th
key performance indicators, as replenishment process, it enab
well as weak links and places pf to gain data and informatio
potential improvement, at also about the status of parts at
supports strategic planning, by plants and to receive aler
enabling tests of various concerning too low levels o
scenarios,  concerning  the inventories, as well as t
influence of changes in market respond quickly,
conditions and customer demahd collaborative replenishmen
on the results of activities af planning (useful especially i
cooperating parties, the area of consumer goods flg

- demand planning takes info and in retail industry) enable
account historical demand data, exception-based  collaboratiy
causal factors, marketing planning, forecasting an
demand, results of market replenishment  process, th
intelligence, sales objectives, |it allows adding retail partner
enables cooperating parties also without a proportional increas
working on single forecast, in staff,

- function of supply planning vendor managed inventof
concerns materials management, (VMI) enables vendor manage
production, distribution, as we|l replenishment, without the ne¢
as transportation requirements, of cyclic ordering by client
also constraints of activity. concerns continuous updating

Supply chair| - materials management functi inventory data at the destination
execution contains inventory and point
procurement order information, enterprise portal enable
it supports plan-driver personalized access to a range
procurement, inventory information, applications an
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services supported by tl| individual purpose of one party are also imporfactors
system, it uses role-based of incompleteness of contract.

technology to deliver Taking into account the problem of reducing th&gis
information to users, accordirlg associated with limited access to data and infdomat
to their individual| important for cooperation, as well as improper ofsdata

=)

responsibilities in supply chaip and information, it is worth paying attention tetfole of
network, also the ability to use regulations in the contract, concerning informagion
Web-based tools to integrate support of cooperation (creation of information,eus
third-party systems in the firm’s transfer, access etc.). ISO 27001 guidelines may be
supply chain network should he useful, as the inspiration in the formulation ajukations
emphasized, concerning the principles of cooperation.

- mobile supply chairn

management can be treated|as4. |ISO 27001 as proposal of basic rules for

iﬂgﬂiﬁemﬁyn fg”ggot’.‘(’)n a: enhancing information security in logistics
planming, EXecul | cooperationt
Sl

monitoring of activities using : .
mobile and remote device Development of the information technology
availability of data  and acce_lerate_s .grovvth. of.globallzatlon, however, this
information also should b relationship is tyvon|rect|onaI.. Globalleconomyeats
personalized. the ways of thl_nklng about information management.
Supply _chair| - supply chain event managem Awareness of th_|s fact among the companies exestiv
coordination concerns monitoring of evenis grows, but still IS !nsuff|0|ent. The major rolea_ top
(supply chain actions) as: iss{ie management de<:|s_|ons are p_Iayed by economic effects
of pallet, departure of truck, it wherleali dmformatlon security problems are often
: overlooked.
322@2;%/ usefulfor - produd ~ Correct calculgtion of the_cost should, howeveketa
- supply c'hain performande into account the rlsk_of security problems. The @nass
management enables to define and appreciation for |_nformat|on security of perseincan
select and monitor ke be significantly Iless in some countries. MoreO\_ﬂ:ﬂJ_ere
performance indicators _should. be cqn5|dereq other threats, e.g.: politicsK,
measuring results of activitie's mdustnal espionage, intellectual property theft,well as
and generating alerts in cases| of dlsastgr recovery issues. T_he cost cutting resits in
differences. between results and reduction of audits number in overseas departmhatsk
plan ' of cqntrol can lead to Ic_Jos.enlng of security praces,
Source: own study, based on: [3] and increase of securllty incidents. .

: ' s Information Security Management System (ISMS) is
H‘neant to be the answer to such problems. It was$ fir
published in 2005 and updated in 2013. Its scope
omprises the development of security policy at the
trategic level, the evaluation of risks, the deteation

1]

)

)

—~ O

As presented in Table 1, main users of suc
information system are suppliers of raw-materiakmi-
finished products, final products, wholesalers an

retallgr;. Functions of system allow also the imgnient and implementation of security controls aimed at
of logistics service providers in the network.

. . : eliminating threats, and also the monitoring of slgetem
The problem of information security can be analyze 9 g of siys

with the t " ¢ th 5 th q with the aid of internal audits and a managemevieve
: ¢ transaction cost theory [5], agency theory and "o heon reflected in the structure of ISO 272013
incomplete contract theory [2]. According to transaction

s th bounded  rationalit ated  with standard that comprises of eleven chapters. Theféiur
zos sm treor?l”l aoun et irr?fl(r)rri?atliyn) (assomft eni mWI ¢ chapters contain an introduction, a descriptionttuf
symmetry ceess fo Information), opportunism o scope of the standard, normative references, asal al
parties to transaction and the specificity of the assets used

in transaction were recognized by O. Williamson as main terms and definitions. Key chapters focus on the
saction were recoghized by L. W son as organisational context and stakeholders, informatio
sources of transaction costs [5]. Using agency theory

. . security leadership and high-level support for @gli
zitsugftlciﬂzi r|t ik\]/\(l):ldbzlr?gﬁ?ear:gte‘ihtg;t ;’iegpergtssgl}?o (Rlanning an information security management system,
opportunistic attitude [2], [5]. Considering infoaton upporting it, making It operaplonal, reviewing its
security, the use of inforn’ﬁatio.n needed for thadeetion performance and corrective action.. Such a structure

' . .. . corresponds to other standards established byStBeHat
by one party for its own purpose, as well as lingjti

access of other party to information may be exampfe

opportunistic behaviour. Limiting access to dated anl the chapter presents results of own study base@7brig],
information, as well as the use of data and infoionafor [9], [10] and [11].
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relate to management systems. Current standard wasguirements of information security should be adre
significantly changed in comparision to previoussien. between organization and supplier, and also docteden
Its structure and clarity of requirements is muaphbr It should reduce risks related to supplier's acdess
than in 1ISO 27001:2005. organization assets. This is legal protection, tisicould
The key part of ISO 27001:2013 is Annex A thabe reinforced by additional organizational, techhiand
contains a list of security controls concerning ago IT protection. The organization should identify gps of
others: information security policy, system orgatian, suppliers, evaluate their access to informatioterd@ne
security of staff, assets management, access tont@nd implement restrictions of access which will ioye
cryptography, physical and environmental securitysecurity and at the same time won't worsen conitiaf
security of systems operation, communicationgooperation. Suppliers can influence the business
development of systems, relations with suppliergontinuity, therefore organization should discamfault
incidents management, business continuity, comgdiantolerance. In case of close cooperation, it may be
with the law. The security groups are strictly tethto the desirable to plan staff awareness training not éywn
contents of the 1SO 27002:2013 standard, wherélel@éta personnel, but also for supplier's employees.
guidelines concerning the implementation and moinigo In case of suppliers who are able to access, poces
of security controls may be found. It should beeddthat store, transmit information or provide ICT infrastture,
in many cases the 1SO 27002:2013 standard dedisawit organization should establish contracts to enshat t
information technology system, however, in the cake duties of both parties are known and well undedstoo
implementing the information security managementA.15.1.2). The common misunderstanding about 1SO
system, it should be interpreted more broadly, ms 7001 controls is their limitation to ICT problemshile
information system. most of them relate to whole organization. Thistiaris
Apart from ISO 27002, implementation of informationgood example. In fact most of suppliers have actess
security management system requires knowledgeetelabrganization's information, which should be pratect
to other standards of this family: implementatior(tenders, specifications, technical documentation).
guidance (ISO 27003), principles of measuremen® (ISContracts should regulate issues of methods o&gtion
27004), risk management methodology (ISO 2700%ised by both parties, rules of acceptable use of
which refers to ISO 31000). information, intellectual property, dealing withcidents
While developing standards for management systenend others.
the International Organisation for Standardisation ISO 27001:2013 introduces new requirement,
complies with the principles of their compatibilignd concerning communication in supply chain management
complementarity. Apart from 1SO 27001, the mos(A.15.1.3). Sensitive information in supply chaiancbe
popular standards in this field also include systesh transferred not only to direct supplier (of goods o
quality management, environment and occupationakrvice), but also to subcontractors. It is impudrteo
safety. The compatibility is seen in the applicatiof implement information security policy, that will énace
similar management methods and tools, e.g. priegipf not only individual organization and its suppliebsit all
supervision over documents and records, the dewedop participants in the supply chain.
of organisational policies, carrying out management Supplier service should be monitored and reviewed o
system reviews, internal audits, identification mdn- regular basis (A.15.2.1). Monitoring should include
conformities, corrective actions. This approach esak service level, accordance with the requirementshef
ISO 27001 standard easier to implement in orgaoizst contract, review of supplier reports, incidents
which already have certified 1ISO 9001 system. management and audits if appropriate. Monitoring is
Organization's interfaces are particularly vulnégab important part of maintaining supplier relationship
information security problems. It is no differentdase of Organization can identify early signals of problearsd
cooperation with suppliers. The standard mentiams help solve supplier problems before they inducélpras
appendix A six main controls related to informatiorwithin the organization cooperating with such sigpl
security management in context of relationshipshwitTo improve communication, both parties should apipoi
suppliers: - A.11.1.6. Delivery and loading areas, personnel responsible for relationship managemedt a
A.15.1.1. Information security policy for supplier problem solving.
relationships, - A.15.1.2. Addressing security with All changes to supplier service should be managed t
supplier agreements (contracts), - A.15.1.3. Infiffom  assure compliance with current information security
and communication technology supply chain, - A.15.2 policies, procedures and controls (A.15.2.2). Adoay to
Monitoring and review of supplier services, - AAR. requirements of ISO 27001 new contracts, as welllas

Managing changes to supplier services. changes should be examined in the process of risk
The main provision of ISO 27001 concerningassessment.
suppliers is information security policy for supgpli According to A.11.1.6, organization should supezvis

relationships (A.15.1.1). This is new requiremenitjch delivery and loading areas or other points, where
was added in amendment of 2013. It is expected, thaauthorized persons may try to enter. This indude
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identification an authorization of personnel havaugess

to loading areas, reorganization of loading aread a-

procedures to allow suppliers to operate withowgdnef

special authorization, verification of supplies for

hazardous materials and violations during trandpefidre
further transfer, recording supplied materials, gitsl
separation from outgoing deliveries. Those requéts

cooperation, introduced by each party,

description of procedures for informing about the
changes of those responsible for cooperation ih eac
cooperating company,

preparation of plans for extraordinary situations
(concerns activities of parties taken for adjustiten
new terms).

may entail reconstruction of delivery zones. Suggli It is important to add, that presented guidelinesym
should be informed in advance about procedures bé applied to any contract between companies in the
delivery. supply chain. Among main conditions, affecting the

Apart from above mentioned controls, cooperatinfexibility of contracts and enabling adaptation to
companies should share some common policy @hanging conditions in the environment of cooperati
information security incident management, aspedts the possibility of renegotiations and consideratioh
business continuity management and intellectugbgnty  plans for unexpected situations play most impontalet
rights.
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